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Abstract: An ever-growing number of XML-based languages are used to describe
Web Service related issues such as security (WS-Security Policy), access control (XAC-
ML), or privacy (P3P-WS). While it is desirable to specify policies in a declarative
way, these languages expose great diversity in both syntax and semantics making it
hard to realize a unified system. Our contribution to this problem is twofold. First, we
present an expressive formal notation for policies. Second, we show how requester-,
provider-, and third-party policies can be used for choosing a suitable service while
making sure that all relevant policies are obeyed.

1 Introduction

Web Services are loosely coupled, reusable software components, which can be invoked
using standard web protocols. They facilitate communication between different applica-
tions on heterogeneous computer systems by using standard protocols such as SOAP and
service descriptions like WSDL. Higher-level languages like BPEL4AWS(2] allow
orchestrating various services into complex business processes.

Currently, policies are a new focus within the Web Service community and languages for
expressing them are emerging. The term policy is generally defined as directive issued by
a higher instance, e.g. a company, organization, or government. Policies are decided upon,
and subsequently affect the way business and communication is conducted. Besides the
general term, we find many definitions for fiscal policy, privacy policy, or foreign policy,
which apply the general concept to individual domains. Policies affect many different
aspects of an organization and are defined independently from a specific application area
or business process. Consequently, on a technical level, policies often talk about issues
such as quality of service, security, or privacy, which can also be found across application
boundaries. It is important to note, that it is very hard to draw a clear line between general
policies and application specific issues. Consider car parts being ordered in a supply chain
management scenario. A policy stating that any communication must be encrypted with
at least a 128 bit key is definitely independent of supply chain management. However,
a policy that only accepts electronic orders from premium partners uses application- and
company-specific terms such as order and premium partner.



After having introduced the term policy, we will now outline the role of policies in the Web
Service usage scenario. First, the requester needs to discover potential services. Today,
this is done by querying a UDDI registry for all endpoints implementing an agreed-upon
B2B standard. In the second step, requester and provider needs and requirements have
to be matched. Policies play an important role here, since non-functional aspects have to
be taken into account as well as end point specific behavior. Consequently, a legal policy
might disqualify an endpoint even though it fulfills the functional requirements specified
by the B2B standard. The matching might include some form of negotiation that tries to
optimize parameter settings for all participants. The Web Service community is working
on declarative policy languages and the respective policy interpreters in order to automate
this step, which today is carried out by the developer explicitly picking an endpoint from
the query result obtained from the UDDI registry. After this matching phase, the endpoint
can finally be invoked, for instance from within the workflow engine executing a business
process.

In this paper we apply techniques from the semantic web and formal knowledge represen-
tation to the domain of Web Service policies. We sketch a generic policy notation, which

is expressive enough in order for existing proposals such as WS-Security Policy, WS-P3P,

or XACML to be translated into it. These policies can be formalized in terms of a com-
mon ontology covering the domains relevant to Web Services. This mechanism allows for
the declarative specification of policies and for background knowledge - formalized in an
ontology - to be included in an elegant way. Furthermore, policies from heterogeneous
sources such as business partners or government agencies can be integrated and evaluated
seamlessly within a single unified engine. This dramatically reduces the cost of maintain-
ing policies as well as the complexity of dealing with several different policy languages.

2 Formal Specification of Policies

Policies impose restrictions on properties of a service. For an ontological description of
policies these restrictions have to be expressed in an underlying knowledge representation
formalism. This way requesters and providers of services can describe their policies with
respect to a common ontology in terms of meaningful concepts and relations. By refer-
ring to common domain ontologies they assure the usage of an agreed terminology. One
approach to represent policies by means of ontological descriptions is to specify property
restrictions using the Description Logic (DL) formali$fBCM*03]. DLs allow the def-

inition of classes via complex concept constructors giving them meaning through a well
defined formal semantics. They especially support restrictions on class properties, which
suits our notion of policy. For the description of policies we use several aspects of the
DL formalism reflecting different ways of restricting properties [LHO3]. A property can

be restricted to a fixed value, a set of possible values or a value range. Furthermore, it
can be either mandatory or facultative as well as single-valued or multiple-valued. Sev-

1subsequent examples are expressed in the DL formalism, which is motivated by its relation to the Web Ontol-
ogy language OWL (http://www.w3.0rg/2001/sw/WebOnt/). In case further expressivity is required, it is possible
to augment OWL with rules as in the Semantic Web Rule Language (http://www.daml.org/2003/11/swrl/).
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Figure 1: No match is achieved, since policies of requester, provider, and third party do not have a
common intersection.

eral restrictions can be combined disjunctively and conjunctively. Further, complemental
notions can be used to express restrictions in a negated way.

Formally described policies can be checked for compatibility via matching. In this context,
matching of policies means checking whether their restrictions are compatible and do not
contradict each other. This can be accomplished by a standard DL inference that verifies
the satisfiability of the conjunction of the policy concept expressions involveéd2]. To

prove a match between policy descriptioRs. . . P, the statementP, 1...M P, C L

must be shown to be contradictory. In this case the intersection of the extensions of all the
policy concept expressions is non-empty. Here the extension of a policy concept expres-
sion can be seen as all the possible parameter instantiations it allows, which is illustrated
by the Venn-style diagram in Figure 1. (The details of the example are explained in the
following section.)

3 Example Scenario

As an example, consider an employee of a company whose job is to purchase goods via
an electronic service interface. This person plays the role of a requester of a service. The
policy of his company requires either credit card or invoice as payment method. Further
it requires the transferred account data or credit card number to be encrypted for secu-
rity reasons, but the software used for encryption only supports a key length of 512 bit.
On the other hand, a provider of an appropriate service has a policy that requires the
payment method to be either bank transfer or electronic payment and the key length for
encryption to be at least 512 bit. These two policies are captured by appropriate DL con-
cept expressions in Figure 1. We assume the commonly used ontology to entail the fact
CreditCard T ePaymentScheme , which states that credit card is a special kind of
electronic payment schereln principle these two policies are not contradictory, which

2For a proper matching behavior, further axiomatizations are required such as certain properties being func-
tional and certain classes being disjoint.



is illustrated by their overlapping extensions. As long as they use credit card and a key
length of 512 bit the provider and requester can do business with each other.

Now assume that an additional policy is taken into account in which the bank, associated
with the credit card to be used, requires that credit card numbers have to be encrypted with
keys of length 768 bit or more. This is achieved by a policy stating that services use either
anything but a credit card or a credit card together with an encryption key of appropriate
length. This additional policy is compatible with the constraints of the provider and with
those of the requester, but not with the intersection of both. A credit card is the only
payment method the requester and provider can use in common, but since the requester’s
key length restriction contradicts with the bank’s constraint for credit card usage, there is
no intersection between all the three policies involved. Hence the requester has to look for
another provider meeting his as well as the bank’s policies.

The policies in the example combine aspects from the security and the financial sector.
In general, a policy description can incorporate restrictions from a variety of domains.
It is worth noting that in this approach they can all be handled within a single technical
infrastructure for description and compatibility matching.

Technically, the scenario is realized as follows. The policies are marked up in OWL,
which allows them to be published and exchanged on the web. The policies relevant for
the requester, namely the requester and bank policies, are known in advance. Given the
request for locating a suitable B2B partner, a list of potential candidates from e.g. a UDDI
repository can be obtained. One by one, the candidates’ policies are retrieved and their
conjunction with the requester’s and third party policies is fed into a DL reasoner. |If
the resulting intersection is non-empty, the service can be invoked without violating the
provider’s or any of the locally known policies.

4 Related Work, Conclusion and Outlook

Initiatives such as OWL-S [A02, SF03] or WSMO [K*04b] try to incorporate Semantic

Web techniques for describing Web Service semantics in an unambiguous and computer-
interpretable way. These descriptions are to be used for advanced functionality such as
dynamic service composition based on formally specified goals. Our work can nicely
supplement this line of research by orthogonally adding policy-related aspects using the
same techniques for description and reasoning.

In contrast to those few approaches which try to formalize particular policy aspects in a
semantics-oriented manner, IBM's WS Policy framewankers a "syntactic”, yet com-
prehensive, framework to manage different aspects of policies. We are currently investi-
gating how our work can be combined with this framework.

Current policy-related approaches mostly address security issue83]0eals with secu-
rity markup in the OWL-S predecessor DAML-S, developing security-related ontologies
and two step matchmaking. fK04a] proposes ontologies to annotate OWL-S input and

Shttp://www-106.ibm.com/developerworks/library/ws-polfram/



output parameters with respect to their security characteristics, such as encryption and dig-
ital signatures. Complementing our work, {84] shows how access control for Semantic
Web Services can be specified and integrated with Semantic Web Service descriptions.

In this paper, we illustrated how expressive knowledge representation formalisms, as for
instance description logics, can be used for specifying service policies. Starting from use
cases and examples from existing policy languages, we sketched different kinds of prop-
erty restrictions for policy formulation. Further, we showed how policies from various
sources can be considered in choosing an appropriate service automatically. This frame-
work paves the way for dynamic substitution of endpoints in an application or a business
process. We believe that an integrated approach to modelling policies offers great benefits
by simplifying implementations of policy engines and by allowing users to specify poli-
cies for different domains in a single declarative language. As future work, we plan to
further investigate the way in which the chosen formalism can be appropriately applied to
policy specification such that the descriptions capture the modeler’s intention. To achieve
the desired matching behavior, restrictions on the usage of DL expressions have to guide
the modeler in describing policies by a set of intuitive modelling primitives.
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